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Abstract: The rapid digitization of financial services has increased exposure to cyber threats,
fraud, and data breaches. Conventional centralized machine learning approaches for fraud
detection require aggregating sensitive financial data into a single repository, creating privacy,
compliance, and security risks. Federated Learning (FL) provides a decentralized alternative,
enabling collaborative model training without sharing raw data. This paper proposes a secure
federated learning framework with encrypted model aggregation tailored for financial security
applications. The architecture integrates secure aggregation protocols, differential privacy, and
adaptive anomaly detection models. Experimental evaluation demonstrates that federated learning
achieves comparable fraud detection accuracy to centralized models while significantly enhancing
data confidentiality and regulatory compliance. The framework provides a scalable and privacy-

preserving solution for next-generation FinTech security systems.
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1. Introduction

Financial institutions increasingly rely on artificial intelligence to detect fraud, monitor
transactions, and assess risk. However, centralized Al training requires collecting large volumes

of transactional data, often across multiple institutions. This raises concerns regarding:
o Data privacy violations
e Cross-border data transfer restrictions
e Regulatory compliance (GDPR, PCI DSS, PSD2)
e Increased attack surfaces

Federated Learning (FL) addresses these issues by enabling decentralized training where data
remains within institutional boundaries. Only model parameters or gradients are shared with a

central aggregator.
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This paper presents a secure federated learning architecture incorporating encrypted
aggregation mechanisms for fraud detection across financial entities. The objective is to achieve

high detection performance without exposing raw financial data.

2. Background and Related Work
2.1 Financial Fraud Detection

Financial fraud detection relies on supervised classification models trained on labeled transaction
datasets. Advanced approaches include deep neural networks, gradient boosting, and graph-based

anomaly detection. However, these systems depend on centralized access to transaction logs.
2.2 Federated Learning

Federated Learning, introduced by McMabhan et al., enables multiple clients to collaboratively train
a shared model without exchanging local datasets. The central server aggregates locally computed

gradients using methods such as Federated Averaging (FedAvg).
2.3 Secure Aggregation

While FL reduces raw data exposure, model updates may still leak sensitive information. Secure

aggregation techniques include:
e Homomorphic encryption of gradients
e Secure multiparty computation
« Differential privacy noise injection
e Threshold cryptography

Existing literature demonstrates the feasibility of privacy-preserving ML, but few frameworks

focus specifically on high-frequency financial transaction environments.
3. Proposed Framework
3.1 System Architecture

The proposed architecture consists of:
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1. Local Financial Nodes (Banks/FinTechs)
o Maintain local transaction databases
o Train local ML fraud detection models
2. Secure Aggregation Server
o Receives encrypted model updates
o Aggregates parameters using secure protocols
3. Global Model Distribution Layer
o Distributes updated global model back to nodes
4. Monitoring and Compliance Module
o Ensures regulatory alignment
o Tracks model drift and performance metrics
3.3 Encryption and Privacy Mechanisms
The framework integrates:
e Secure Aggregation Protocol: Ensures server cannot inspect individual gradients
e Homomorphic Encryption: Allows summation of encrypted model updates
« Differential Privacy: Adds calibrated noise to reduce re-identification risk
o Key Rotation and Cryptographic Validation: Prevents replay or injection attacks
4. Experimental Setup
4.1 Dataset
A simulated multi-institution financial dataset was partitioned across five nodes. Each contained:
« Transaction amount
e Timestamp

e Merchant category
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o Device fingerprint

e Behavioral metrics

e Fraud label

Total transactions: 3 million
Fraud rate: 1.8%

4.2 Models Evaluated

o Deep Neural Networks (DNN)

o Gradient Boosting (XGBoost)

Famous Journal of computer science and Technology

e LSTM for sequential fraud detection

Training used 20 federated rounds.

4.3 Evaluation Metrics

e Precision

e Recall

e F1-Score

« ROC-AUC

¢ Communication Overhead

e Privacy Leakage Risk

5. Results

5.1 Performance Comparison

Model

Centralized ROC-AUC

Federated ROC-AUC

DNN

0.96

0.94
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XGBoost | 0.95 0.93

LSTM 0.97 0.95

Federated models achieved within 2% performance margin of centralized training.
5.2 Communication Efficiency

Encrypted model aggregation increased communication latency by approximately 12—18%, which

remains feasible for batch-based fraud model updates.

5.3 Privacy and Security Analysis
« No raw transaction data exposed
o Encrypted updates resistant to gradient inversion attacks
« Differential privacy reduced re-identification probability

The framework significantly lowers systemic data breach risks compared to centralized Al

systems.
6. Discussion

The results demonstrate that federated learning provides a viable alternative to centralized fraud
detection models. Although minimal performance trade-offs exist, the security and compliance

benefits outweigh the marginal reduction in predictive accuracy.
Challenges include:
e Synchronization delays
e Model convergence instability with highly imbalanced data
e Increased cryptographic computation overhead

Future work should explore adaptive federated optimization algorithms and blockchain-based

audit trails for enhanced trust transparency.

7. Conclusion
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This study presents a secure federated learning framework for financial fraud detection with

encrypted model aggregation. The architecture enables collaborative Al training across financial

institutions without compromising data privacy. Experimental results confirm that federated

approaches can maintain near-centralized detection performance while significantly enhancing

data protection and regulatory compliance. The framework offers a scalable foundation for

privacy-preserving financial security in modern FinTech ecosystems.
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